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B3 7 Web Config

Web Config 2 —BEIBRANWEMARRN - ATETERENERTE
EEEFEENRBEA Web Config » BB SLHG IP U UEIEIR ZENRME o

By &E
A ENRERERGEES T - LUH

REEEMABEME > TR e
(1 [Basic Settings]
BAEITENRENERRTE

EPSON

Epson Connect
Services

Google Clowd Print

Services

DHSProxy Setup

Firmware Update

Root Certificate
Update

AlrPrint Setup

B 3 B W ([® [®

Wi-Fi Direct Setup

2z
T
=]

z

Primter Information

Redrash

R o

Diasic Eelings =
Register your prindes with or delete it fram Epson Connect Sanaces.

Suspend of resume Epson Connect sendces,
[Unregisterad)

Register your printer with or delete it from Google Cloud Print senaces.
Suspend of nesune Googh Claud Print serices.
|Unregistered]

Configure DMNSProxy setings

Caonnect 1o the Intemed and updabe the printer firmmeare 10 The latest version
Currenl VersionAD406 1060

Update lhe root cerificate Lo wse dowd sanaces.

Currenl Vierson 01 00

Configure AirPrint setings.

Configuie Wi-Fi Direct connachion seflings

Chinck ink Beveds, printer status and Wi-Firnebwork selings.
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1 [Advanced Settings]
WA EITENREAGEMRSZE - LEAFERUHAKEEEMA o

EPSON

St Ezatus > Printer Status

PrinterSiais

Wi-Fitiahwark Sfas Engish T ]

Mainlamapce

Cortacts

[ Uiser Defaut Settings
B Access Controd Seltings Aailabla.
= Printer Setlings
EWi-Filetwork Sattings

i Netwoik Security Setings D u ﬂ D
& Syslem Settings

B Adminstrater Setlings EK c M T

L

o

Basic Setlings )
Epsan Conned! Serdces Black {BK) :
Google Cloud Print Sanaces Cyan ()
NPy e Magenta () ;
Firmeware Update i
Rool Cerlificale Update ot (1)
AirPrint Satup Mairenance Bax !
\Wi.Fi Direct Setup

Printer Infarmation
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= 55148 “Web Config 1 EpsonNet Config ThBELL "

7HY Web Config

TERRBIE R P A ENRMEAY IP AL © JavaScript AZARKA BB HTTPS 77HL Web Config & AT
EEOREPNBERZBRE  FAHRERSESRAREEHAE
0 BB HTTPS 7FHL
IPv4: https://<ENFRH#E IP Azdit> (R0 < >)
IPv6: https://[ENFRHME IP fz3ik]/ (N £ [])
Q 3EB HTTP 77EL
IPv4: http://<ENZRHE IP 2 3E> (R0 < >)
IPv6: http://[EDZRHE IP i3kl (o £ [ 1)
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https://192.168.100.201/
http://192.168.100.201/
IPv6 :
https://[2001:db8::1000:1]/
http://[2001:db8::1000:1]/
0 HENREETE I DNS RS T8 o B0 A ENREEZIEREVCEN R 1P 23k o

0 &8 HTTP /7B Web Config B > WIEFIEIREREEET - EESEMBINEER - FEB HTTPS 7E Web
Config °

QO &t A LA EpsonNet Config 77BX Web Config ° fRENREEFE EEEIENRE » ARIE—T [MENEESS -
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= 55148 “Web Config 1 EpsonNet Config hBELL &
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» E3E FABVEE"

B8 EpsonNet Config

EpsonNet Config AIZE R4 B I8 S ETENRMMFIRRE » HIAN1EIK IP it R B EEREI  Windows X
EHUREREINEE - MEFME - 5526 EpsonNet Config YRR B SLAF SR EH B o

EpsonNet
| Config

Version

Copyright © SEIKO EFS0N CORPORATION 2004-2012, All righls reserved.
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Z %t EpsonNet Config — Windows

T & EpsonNet Config * {3t & Epson XML - ARIRBEAHPETLE o

#11T EpsonNet Config - Windows

2 E [FTEE] > [EpsonNet] > [EpsonNet Config Vxx] > [EpsonNet Config] °

By E -
EHBRBABER » 5 FFFE EpsonNet Config ©

MHEAE
= 55148 “Web Config 1 EpsonNet Config ThBELL "

fEBR & % EpsonNet Config - Windows

BEIES B> FBRE] > FEXNFIhEE] > R ZFEFET] > [EpsonNet Config Vxx] » ARAEBIE— T [HERZE
3] e

£ F EpsonNet Config — Mac OS X

Z 2t EpsonNet Config — Mac OS X

T & EpsonNet Config » {3It % Epson X ER UL - ABRIRBEMMHPETRLE

#11T EpsonNet Config - Mac OS X

EREY [B11E]> [FE 23] > [Epson Software] > [EpsonNet] > [EpsonNet Config Vxx] > [EpsonNet Config] ©

HEAE
=» 5514H “Web Config 1 EpsonNet Config ThaE L 8"

fEBR 22 % EpsonNet Config — Mac OS X

# F Uninstaller fEBRZ 2 FE 23X o & A EPSON Software Updater (1% Epson X =4 IE T &
Uninstaller °

#11T Uninstaller B » fTE 2 22 M Epson FEAR X BB FR o EL EpsonNet Config » ABRKBERE LK
BRBRE
By E :

%28 Uninstaller » 551 [FEAR]IPHEXNER RHIBINZE Dock A RFER °
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Web Config # EpsonNet Config Th&E L &

THMEREE A LUEITENREERPFERELE © Web Config # EpsonNet Config ©
UT R AFMRENIIER EMEBBAVELE o

Ihee Web Config EpsonNet Config

BRIE SSL/TLS 1B v v
R IE R R IR 2SR TR v v
FRIE IPsec/IP BRI v v
R E SNMPv3 B E v —
H%Eﬂ%%‘ggzé IEEE802.1X #AE% (2 / /
A AR/ Wi-Fi)

EUSIE A CA HBEE v _
BEHEREERE v —
1% B R B SR EHAR A v v
%7€ LDAP falfRES v v
R E BB al R AR v v/
PR %1 AT A B9 EN R Th B v v
BERKEEEF v v
REEFHMEAM v —
#H 2 B EIREETHURRE v

B (38 AR Windows)

B A I B Bt AR A BREL MR E — v

HEEFR

» 2108 “BN Web Config”

=» 5£11H “1FH Web Config”

» 55128 “BIR EpsonNet Config”

» 55138 “#11T EpsonNet Config - Windows”
» 5E13H “#11T EpsonNet Config - Mac OS X”
» E16H “ETEARSSUILS RE"

» E17H “RENRENERIZRE"

» 2198 “F&7E IPsec/IP Filtering”

= 25278 “f£F SNMPv3 BEHE"

= 5£28H “AGENRMIE LS IEEES02.1X HIER "
» 5328 “HSEEAN CARBEE

» E36H ‘EHMEEREERR

» 55398 ‘BN ESREBKA
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» 5418 " LDAP falfRes”
» E458 ‘“FRHEFEMHRRSE"
w» 5498 “FRAEINRERSE

» E51H ‘RERSEEERN
» F61H “RESFEMFBEA

H b 48 i 2K B2

B8 1 Epson Device Admin

Epson Device Admin @ — R AIBEEKEEZEZRE > ARRENEELENERES - EURVEER
EIEENER  BEEHEAHLARTERZHEHMERE o BA# Epson Device Admin f Epson X B IL T
o MEFME » 5520 Epson Device Admin IR BE XS4 EA o

B8/ EpsonNet Print ({£38 FA 1 Windows)

EpsonNet Print & —E 0] &8 TCP/IP MR ESTHIENAVERER o LUTH H B EIhEE R R ©
O RENWRESETEINEREEERE L

O B ENRMEHY IP L3EE DHCP 2 F - IRERIZIENRH o

O BAERVRTRFEREBRVENRE o

Q BAEAT SRR —EBRHEETHE

Q & IPv6 ik ©

HEEE

» E62H “REMABNME - A

» £63H “REMENME - Wi-Fi"

» E64E “THEENFREIBEE - Windows”

BA EpsonNet SetupManager

EpsonNet SetupManager 2 Al 2 EN /R Z RREMF N - HlZFEENREEEZEN - 22 EPSON
Status Monitor 2 22 37 El R MGE 1E18 o

HWBBATAAEEERYE—NREBEYG  WEFEZBRE -

MEFMET > FEEE MM Epson ik o
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I F B S A Epson EmZEHNMZIIEE o AT AMNIhEERMEME - WFEEAMNFAEN » B
SRIENRMEMFHBA ST ©

AN A3

=% E SSL/TLS #&

#EITE A SSL/TLS R IE

5 ENRME ST B2 HTTPS (A1 ARBSThAE » & AT f5E B SSL/TLS BEN R ANZR @A, » 48] 5 F Web Config 3 E KR &1

ENR - FREREZ M -

RENZREREHE

ijJHb °

1. TFEVENZRMEH Web Config M7 32 EX [Network Security Settings] > [SSL/TLS] > [Basic] ©

2. ERIEBENHE-
([ [Encryption Strength]

/J\ E_I'

EMTHHEAP—IF -

[ [High] - AES256/3DES

1 [Middle] -

| [Redirect HTTP to HTTPS]

AES256/3DES/AES128/RC4

AR EEFEA HTTP FEFEFHE [ ZE HTTPS ©

EPSON

=l S2atus
Brinter Siaks
Wi-Eietwak Sladus
Mainierance
Contacts
[ User Defaul Setings
H Ascess Control Setlings
& Prircer Setlings
B v Fileswork Settings
[E Hetwork Security Settings
ESsLTLS
Basag
Cenflicats
[ Sy=temn Setiings
B Adminstratar Sestings

Basic Sattings
Epson Connect Senaces
Googhe Cloud Print Senvices
DMSProwy Setup
Firmmvarie Lipdato
Hoat Cembicale Updala
AarPrint Sebug

Hetwork Securnily Seflings = S5LITLS = Basic

Encryption Srengih - Middie
Redirect HTTP 1o HTTPS | = Enable

Disable

Hext
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3. ¥—T [Next] °
ﬁﬁwun [‘Eﬂﬂgﬁ\ﬂ__\ °

4, E—T[OK]°
ENRMESHEENES -

HERER
=» 55115 “1FH Web Config”

AR TE EN R Y A PR 28 0B =

1. TFEUENFRMEHY Web Config 332 EX [Network Security Settings] >[SSL/TLS]> [Certificate] °

2. £ [Server Certificate] EIEE ZFAMERE ©
(A [Self-signed Certificate]
BEEZBRFCKHINRBESE - BERXFIE CARERE © &
[ [CA-signed Certificate]
ERBERBAEAN CAERFERF  BAAEEER

L

EHUL RS -

EPSON

ElSinks Network Secunly Seflings = SSLITLS = Cedificate

Wi-FiNatwark Slatus imgan |
Maintsrance
Contadts
B User Defaut Sattings CSR
[ Access Control Seftings Genaraie Diownioad (PEM) Diowrioad (DER)
B Prirter Setiings
B v Fuetwork Settings
Bl Netwark Security Seftings
ESsSUTLS

Bagic

Sel-signed Cembicatle
Updaba Confinm

Cenilicate Senver Comficite Sel-sgned Cemficale

H Systern Settings
B Admirstrator Sestings et

Epson Connect Senaces
Googie Cloud Print Senvices
DMSProsy Setup

Firmmvare Lipdato

Risot Certificate Uipdale
FarPrint Sehup

3. ¥—T [Next] °
A E SMERNEE R o

4, E—T[OK]
ENRESRERNEF -
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HERER
» £118 “1FH Web Config”
» 55328 “EUSIEA CAREBRE

= — o
38 = 15 E A1 PR 7 49 322 5

B EBRZEBRENBMBEETIEN - EREANRZURENRYE - A EBEREN CRIETHE)
ETRERENEREE - ZARFIBIEERTETNSIENMESE » HEZEFIATANIIGE  EREREER
INEZZER o

i 51 15 TE A 22

BB BAMERTE °

1. EANENRMBEN Web Config » SR 2EN [Wi-Fi/Network Settings] > [Services] > [Protocol] ©

2. REZMEERE -

3. #—T [Next] °

4, E—T [OK]
B

ENESERBIENRE -

R ASEANER B E

B\ BE

A

Bonjour Settings

ZAIEE R B E - Bonjour ° Bonjour ARESHE - JINEE -

SLP Settings EOI R AR Z A SLP Th&E o SLP A FA 3R #E4T EpsonNet Config AV 2 15 A R AR 5 18
WSD Settings EAIRUASE A WSD That o BRALLIhaER - BIRTHTIE WSD 8 - SRt WSD BB HE

1THIENEEIRHE o

LLTD Settings

BT RS E A LLTD Thik - BRALLINEER - B E/RTE Windows BB o

LLMNR Settings

BRI EF LLMNR ZhEE » BRA b ThaE % - BI{EHE(E A NetBIOS » i REZE DNS Hi
A A B REERAT o

LPR Settings

IETEE R A SAFFET LPR ZIED o RRUALLIHEER - RIRIZER LPRETTHIED

RAW(Port9100) Settings BUIEERD AFFER RAW EHHE (9100 1B) EATHIED - BUALLIhEER - Al &R RAW
EEEIR (9100 18) ETHIEN o
IPP Settings BB ER B AFTER IPPEITHIEN - BAAE » BAEBEMAREITHIE o

FTP Settings

BRI ERE AFET FTP FIEN - RRALLINEEE - RIRIEL FTP RIARAREITHIED o

SNMPv1/v2c Settings

AR ERERA SNMPvI/v2e © LLIHBEFTETRERE - BRSFEX -
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ERE2REPEADRE

RASE AR - MR AE R AR -

1. EANENFRMBEN Web Config
2. MAmERER -

» $R1BIZEN [Wi-Fi/Network Settings] > [Services] ©

ARENHEESRENREMBAMTE -

3. ¥—TF [Next] °

4. E—T[OK]°
AREREHNREBE
BRFE EL
MS Network ‘”T?EE%EE&FE‘HE%@%?EF@ B LLIhEER » BRI EN RN IMNEE BRI SPRARE R
3 N A A E RGEIT AL o
Network Scan A8 E 25 ANetwork Scan Bt ThEEE @ AIEBREHASIEERFINEE -

PC-FAX AR ER B EAPCFAX - BAALLINEEE » BB BEMIBXER -
Wi-Fi Direct BT 5 7E 2 B B Wi-Fi Direct ° BRI L IH8ER  BITT3EBWI-Fi DirecGEITR BELR ©

a% IE IPsec/IP Filtering

B8 IPsec/IP Filtering

EENRME I IPsec/IP EFIE
EZ o EHEE Mﬁﬁmﬁﬁﬂ [l
EEEIRRE » ERETER/RER - 785
EHEREREREEE

ENREEZEFFESERERA P HE -

BRF&E -

1T Windows Vista S £ RANEL Windows Server 2008 LA LR ANAIE

#& IE Default Policy

EREEARE o
IP HEEXRBEARE 1 £ 10 FEREBINIEFET

ﬂmﬁwum R R EBEEFIEERRTE - £5ERINEE &7

O EA IPsec HELZEMBR o

RRASERZERZNRENSEERELTE -5
HARARERECAERERERAN—HSHRA -

B =% 2 IPsec ©

R TE BN R

BEE A
B o

1. TFEUENZRMEHI Web Config M732 EX [Network Security Settings] > [IPsec/IP Filtering] > [Basic] ©

2. EREEWARE-
3. ¥2—T [Next] °

R E B HERNEE R ©
#—T [OK] °
ENRESBERNEF o
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MERAE

HERZEREEPEADRE

» %118 “7FHL Web Config”
= 55208 “Default Policy :REER "

Default Policy s8R E I8 B

EPSON
Elstane Hetwork Security Settings = IPsec!P Filteing > Basic
EYinte S et POy | it Pok B et Policy 105 Detaul Pok
Wi-Fiilehwoark Siatus e L S e L T =
Mainferance nersur.Pm-:.rl1I21314|15|51? a || 2 ||
Contacts ) i
[ User Defaul Setings [PseciP Fitenng : @ Enabie Disable
Actess Comrol Setings
[ Prirter Setings | Defaut Poloy
B Fifdetwork Settings Acorss Gonlrgl Pl Acoees =
[l Hatwork Security Settings Authertication Method : Pre.Shanad Key -]
ES5LTLS Fre-Shared Key s
IPzeeIP Fikei
EHPGRat Fiedi Coapeerrn EreShared Key | o
Bazid
Cerificale Encapsufation Trarspor Mode .i
®IEEESD2 13X Resmiote Gateway[Turmel Mode) !
B Systorn Sellings Secunty Pratocal : ESP
E Admirestrator Sefings
Basic Sattings
Epstn Connect Seraces et
Googie Cloud Par Seoaccs
R % 2 B i B

IPsec/IP Filtering

BRI AEE A IPsec/IP EFIRTHEE o

Access Control

RE IPHERENEFLK -

Permit Access

Refuse Access

ERNEESIEREREN IPHEES -

IPsec BRERIEE RO REWN IPsec HEEA -

Authentication Method

FIEE [Certificate] * MM BELESWEA CA BBEFE -

Pre-Shared Key

# 7£ [Authentication Method] #£EX [Pre-Shared Key]

BEAZE 127 BFTNTELERA

Confirm Pre-Shared Key

BALRRENSIREITH o

Encapsulation

£ [Access Control] 32EY [IPsec]

VAREHEERR o

Transport Mode

ZRTEAER LAN EfEFAENRME > FEREULEIE - 554 B
EWIPHESLBME -

Tunnel Mode

1

BT RAPR AR VARE (520 IPsec-VPN) EEERIED &K

RV EIE o IP HENERRERSKBME -

Remote Gateway(Tunnel
Mode)

#1E [Encapsulation] 32 EY [Tunnel Mode] -

AR 1 ZE 39 AR THI B L o
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ELZ 2P ERNRE
HE REBEDA
Security Protocol H1E [Access Control] ZE [IPsec] @ fERE—EEIE -
ESP EEULEIE T RARER RN E R TR - WNEER -
AH EEULEIE R ER R A E R R TR o BMEINERERIE
Bk S ATLUE A IPsec

HEEAR
» 2198 “E&E Default Policy”

2% IE Group Policy

1. TFEUENZRMEHY Web Config 3232 EX [Network Security Settings] > [IPsec/IP Filtering] > [Basic] ©
2. B—TERERENFRREE -

3. EZHBWARE-

4, $E—T [Next] °
R E SRR ©

5. ¥—T[OK]°
ENRESHERNE 37 o

HEBAE
» %£11H “1FH Web Config”
= 55228 “Group Policy :REEEB"
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EEREEAHH
HEREHM P E A RE

Group Policy R EHE B

EPSON
B s ’ Hetwark Secunty Seltings = IPsacP Filtering ~ Basic
rirgar Stalss Each policy is applied with folowing pricribes:
AR e Group Policy 1 > Geoup Polcy 2 = > Group Podicy 10 = Default Policy
Mairggrance m.raupciqr!1 2'3 4[5'5”?]5 g || 1o
Conlacts
[H User Dedautt Sefirgs A Enabika this Group Pocy
[ Aveess Controd Setings | Arcess Control IPgec =
¥ Printer Settings Lecal Address{Printer) Any addiesses =]
[E Wi Fieswork Setiings S———— -
El Retwock Secuity Sefings e I| e
ESSUTLS Mihod of Choosing Po Pt Bumiber El
ElIPsaciP Fitenng Transpeet Profocal Ay Pronocal =
Basic Local Fart
Canhicas: Fiemaote Part -
EIEEES02.1X Authenticaticn Method Pre-Shared Key =
[® System Setings Fre-Stared K
[l Admninisira bor Settings bl ool
Caonfirm Pre-Shared Kay
Basic Sefings Encapsuation Trarspe Mo =
Epson Connedt Sendces - Remate GatewarTunnel Mode)
1EH =% e BE i B
Enable this Group Policy AR A= AR R A -
Access Control HRE IPHEREMEFFR o
Permit Access BEURIBEE AOREWN IPHEEA -
Refuse Access BERCERESERCREN IPEHEEA -
IPsec BEREBES AFCREN IPsec HEBB o
Local Address(Printer) RIS EERIRERN IPv4 ALUES IPve {74t o 2 1P it R BE)IEIR @ & 032 E [Use
auto-obtained IPv4 address] °
Remote Address(Host) BN IP it BUEHITZEL o IP b A BN 0 E 43 EF T o BHREEWA P stk
FrEMNItEZRIES -
BYEE
% IP (kR B EpiEIK (BI20H DHCP $8K) @ AIREEARUSELR o RIEFRE P2
3k o
Method of Choosing Port BEEEEZEENAR -
Service Name # 7 [Method of Choosing Port] 32 EY [Service Name] » s5#2 Bl —{EE1H ©
Transport Protocol #1E [Method of Choosing Port] #EY [Port Number] » &AEREH #E o
Any Protocol BEUEIR ARG e B e EE -
TCP BEVRIE AR S SRR E R -
uDP BEECERIEIEHERER S EENER -
ICMPv4 EEURIE T2 4] Ping i< ©
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EEEEAHA

HERZEREEPEADRE

5B

RELEHA

Local Port

# 7£ [Method of Choosing Port] 32EY [Port Number] » 374E [Transport Protocol] #EX [TCP]
o [UDP] - &8 A A LUZ S5 S SRR IS CUEH S R) - B&Z @A 10 fE:E
BHESRS

&35 : 20,80,119,5220
EREWAEZERIE  FEERESIRIES -

Remote Port

B [Method of Choosing Port] #EX [Port Number] » 3£7E [Transport Protocol] #EX [TCP]
o [UDP] - &8 A A LUZ S SR ERIRRTE CUEH S R) - B&Z A8 A 10 E:E
BRSNS

&5 : 25,80,143,5220
EREWAEZERIE  TEERESIRES -

Authentication Method

F1E [Access Control] #EY [IPsec] » s5EE—{ERE - S FARHHEERFER —4& -

Pre-Shared Key

£ [Authentication Method] #2HY [Pre-Shared Key] * 58I 1 £ 127 BFETHTEE LA
&8 o

Confirm Pre-Shared Key

BALRENSIMEITHRT o

Encapsulation

E7E [IPsec] 32 HY [Access Control] @ S ARERHEELR

Transport Mode & RIEHER LAN LR FENRME - FHREUIRIE - 54 B
B IPHEEKBME

Tunnel Mode B ERPREE AR (HI40 IPsec-VPN) EfEFAENR
M FEEEULIRE o P HENEEREREEBME -

Remote Gateway(Tunnel
Mode)

£1E [Tunnel Mode] 32 EX [Encapsulation] » 558 A 1 & 39 {AF TR E L o

Security Protocol

2 7E [Access Control] HY [IPsec] @ &2 El —{EIRIE -

ESP ERULEIR T RARENENTEY - WNEER -
AH ERURIR T RAREMNERNTEY - EmEERE

Bk Bt A LAE A IPsec ©

HEER

» 55218 “3R%E Group Policy”
= 55238 “Group Policy BY Local Address(Printer) 1 Remote Address(Host) 885"
» %248 "“SEBEBRBEEBSZ”

Group Policy B9 Local Address(Printer) 1 Remote Address(Host) 88 &

Local Address(Printer) H93%E
IPv4 IPv6*? Any addresses**
Remote IPv4*! v — v
Address(Host) FI3& E
IPv6*'*2 — v v
Z=H v v v
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EZEHEEE P AR
*1 %1 [Access Control] 32 EY [IPsec] @ LU BIBEREEITIEE
*2% 1E [Access Control] EE [IPsec] » A BEUE AT (fe80:) @ BEHAARBIKEWER -
*31Pve AL ANME T HE BRI o
KEEBXBREEE8E
BRIE AR Nyt b AEEREIRES | BImERERESR SEhEE
Any — — — FrE R
ENPC UDP 3289 E—EEE £ EpsonNet Config * ENRERSER
MEHEERESHEXSEARRPES
EN R
SNMP UDP 161 E—EEE £ EpsonNet Config * Epson E[ 3k E&
B)FEXNF Epson IR HESREIRENEE
AR EBERE MIB
LPR TCP 515 F—EER HZ LPRER
RAW (Port9100) TCP 9100 F—EEE 2 RAW BB
IPP/IPPS TCP 631 E—EEE IPP/IPPS %1 ]}
WSD TCP E—EER 5357 5| WSD
WS-Discovery uDP 3702 E—EHEER R WSD RIE SR
Network Scan TCP 1865 E—EEE 82 3 H Document Capture Pro F93%
HER
Network Push TCP IR 2968 #£ Document Capture Pro BEEUHE X 1F
Scan HWREREE
Network Push UDP 2968 E—EEE #¢ Document Capture Pro 1 {THEZXF
Scan Discovery IS S S
FTP Data (Local) TCP 20 F—EEE FTP falfRES BT FTP FIENE X
FTP Control TCP 21 E—EEE FTP falBRES (=& FTP FIEN)
(Local)
FTP Data TCP E—EER 20 FTP A F i (EFFHER MK ENE
(Remote) B2ER)
BEETIEHIERRRERZEERR 20
B FTP 2] AR ES ©
FTP Control TCP 3R 21 FTP A F i (I HE TR ER K E
(Remote) HEEER)
CIFS (Local)* TCP 445 F—EEE CIFS a1k 28 (H AR ER K)
CIFS (Remote)* TCP —EiER 445 CIFs AFm (BIFHER MK ZIME
BEEREFRERK)
HTTP (Local) TCP 80 F—EEE HTTP(S) fa AR 2§ (¥&ZF Web Config #
WSD FYE )
HTTPS (Local) TCP 443 F—EEE
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ER2HEBPEREDRE
BRI =78 EfnERa ARERBEY.  EWERRER SHEThEE
HTTP (Remote) TCP E—E IR 80 HTTP(S) Fi F % (Epson Connect =,
Google Cloud Print Z #9851, « B4
HTTPS (Remote) | TCP E—EEE 443 EFAREEER)

*  MRBVEFEFEHRERNKIINERER « LAREKRERRSGIER PC-FAX EEHINEE - FBURT FIEIEH [Method
of Choosing Port] 32 E &8 % [Port Number] : [Service Name] » SR 5 CIFS #1 NetBIOS 15 E E EZIE R o

IPsec/IP Filtering BY 5% & &2 i

EEZW IPsec HE

LLEHIE A RERE

[Default Policy] :

FaRERAl

[ [IPsec/IP Filtering]: [Enable]
[ [Access Control]: [IPsec]

[ [Authentication Method]: [Pre-Shared Key]
Q [Pre-Shared Key] : FxZ# A 127 BF T °

[Group Policy] :

ANHRIE °

BWSIENEN R ENRERE

LEEEH) e R iEIE E VBRI H PN BRI M ED R R E

[Default Policy] :

(4 [IPsec/IP Filtering]: [Enable]

[ [Access Control]: [Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : AEREL °

[ [Access Control]: [Permit Access]

[ [Remote Address(Host)] : FIEiwHY IP {3k
[ [Method of Choosing Port]: [Service Name]
[ [Service Name] : A3 [ENPC], [SNMP], [HTTP (Local)], [HTTPS (Local)] 2 [RAW (Port9100)] 2 &E & °

EREEMN P I EWIFE
e g8 R FFIEERY IP (LA FFERED KA o

[Default Policy] :

(1 [IPsec/IP Filtering]: [Enable]

(1 [Access Control]:[Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : Q)RR ES o

(d [Access Control]: [Permit Access]

T °




HERZE2RIEPEADRE

[ [Remote Address(Host)] : R EIEE R FimaY IP {3k
B &E -

TmBRARERM  AFEmGFIRRRTE R
&R JE IPsec/IP Filtering Y /B 3%
1. TFEUENZRMEHY Web Config 332 EX [Network Security Settings] > [IPsec/IP Filtering] > [Certificate] ©

2. 1 [Use the following CA Certificate] LigEEFEFAHEE -
SR HMm YR IEEC EANERR

3. £ [Use the following Client Certificate] L35 E 2 A HRE -
A H MRS E O EARRE -

EPSON
S sMne Hebwork Secunty Setings = IPseclP Fillenng > Celicale
Prflei S1akE CA Cortificatn
Wi-Fihehwork Stakis | Imipeet I
Mairterance '
Conlacks
[ s Detaut Setlings Clent Cesificale
[# Access Control Semings L1 Irnipt
[ Prirter Setlings
B W-FiMetwork Setiings
Bl Mabwark Secunty &:w_:'. 3R
Generale
B SSLTLS
EIPseciP Fikering
Basac Urse e following CA Cenificate Do Mot Use
Condicald ks Ehi Tolloming Chant Canilicate Do Mot Uz
EIEEESD2 1X
® Systemn Settings Hext
B Admiréstratar Sestings

Epson Connect Seraces

4, ¥E—T [Next] °
R EZRERNEER ©

5. ¥®—T[OK]°
ENRMESHEENES -

MEEEEMR
=» 5£11H “17H Web Config”
» 5328 “HSWE A CAEBRE
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HERZEREEPEADRE

&£ FH SNMPv3 BB E

3% E SNMPv3
ZENRMS B SNMPV3 B E » I8 7] BEfE IR I EN R AV 1ZER o

1. TFENENZRMEH Web Config 32 EYX [Wi-Fi/Network Settings] > [Services] > [Protocol] °
2. 1E£ [SNMPv3 Settings] #9185 B 8 A EH ©
3. #—T [Next] °
F AR EEPEENEE T ©
4. #E—T[OK]°
ENRESPERNE 3T o
HEER
=» 5£11H “17H Web Config”
w» 55278 “SNMPv3 R EIER"
SNMPv3 R EIEH
EPSON
Community Hame (Read Oniy) © pubic
O Staus e Lades
Priner Status Comntl kbl
Wi-FiNetworicStans
Mainierance SNMPE Semngs
Contacts | Eralsle: SMIMPG
[l User Dedau Settings User Name : admin
[ Access Control Setlings i N
[# Priner Settings Auhencalion Setings
=W FiM etk Settings Ageiihm MD5 =
Wi-Fi Paszword
Basic Confim Password -
Encryplon Seltings
Akgeeilhm OES =]
Passond
iEralibeais Sl Passweingd
[ LOWAP Server
[# Heswork Security Setings Conlext Mama EPSOHN
1EH =B B2 B
Enable SNMPv3 ARBEERE - SNMPv3 2R o
User Name BMA1ZER@E1TAFTT

Authentication Settings

Algorithm
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ERE2EEPERADNRE

EHE "R EEER A
Password i\ 8 = 32 & ASCII (0x20-0x7E) F T
Confirm Password AR ENETEETES -
Encryption Settings
Algorithm BEUNZEWEE L ©
Password #A 8 £ 32 {8 ASCII (0x20-0x7E) FF 7T
Confirm Password ALK ENEBEITHER -
Context Name WMA1ERME1fuAFT -

HEREE
» 5278 “FRIE SNMPv3”

A ENRHEE IS IEEES02.1X #BE

3% 7€ IEEE802.1X A3
HENFRM 1 IEEE802.1X » A A EE RADIUS fRIfRES R SR AR iE (TR IR BR B M EN RIEIE R BB TEES -
1. TZEUENRMEH Web Config M3 EX [Network Security Settings] > [IEEE802.1X] > [Basic] °

2. EREBEEWMAHE-
& E7E Wi-Fi 858 L FRENRME - 551F— T [Wi-Fi Setup] 7 Z2ER S A SSID ©
Bt
A 2 K HBER L Wi-Fi 2 R ARE
3. ¥—T [Next] °
ERa ESHERETR o

4, E—T[OK] e

ENRIESBERNEHf -
HEER

» %£11H “1FH Web Config”
= %008 “|EEES02.1X BB EER"
» 55568 “3RE IEEES02.1X B E A 1FHVEN RHL”
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EEEEAHA

HERZEREEPEADRE

AN e
IEEE802.1X #ER R EHE
EPSON
= Statis Network Security Setlings = IEEEB02.1¥ = Bazic
Prirfer Staliss IEEEA02 1 (Wired LAN) - % Enable Disable
Wi Fubletwork Satus ﬁm_”{ WALED Dizable
Ha AN Connection Method - Wi-Fi
Contacls -
[E User Defaul Settings EAETpe. PEAPTMSCHAPYE B
[®lAccess Conlrol Settings Userins
[ Prirter Settings Password :
[l - Fitdatwark Settings Cortim Passwond
Bl Hetwork Secuity Sedings R
ESsLUTLS
[ IPsechP Filtering Pt S
ElEEE&DZ 1% Encrypticn Strength - Middle [=]
Basic ' Ml | Wi-Fi Setup
Cetlicane :
[ System Sellings
[ Administrator Settings
Basic Selings
Egson Connecl Senices &
R % 2 B i B

IEEE802.1X (Wired LAN)

AT ES IEEE802.1X (B R BT EE) RUA =& A B AYERE ([IEEE802.1X] > [Basic]) °

IEEE802.1X (Wi-Fi)

IEEE802.1X (Wi-Fi) FYE FARRE 2 BERNRE R o

Connection Method

AT ER S AN SREER -

EAP Type ZEEVEN FRMEEE RADIUS A1 AR S = B E A U AVEIE o
EAP-TLS EAEEBIE N CABBRE °
PEAP-TLS
PEAP/MSCHAPv2 AR B o

User ID 2 EE M RADIUS {RIARESERFEHI ID ©

Password BEBBENRMMEE o

Confirm Password

BALRRENTISEITHT o

Server ID

& AR E B ELE IE RADIUS fRIARERE/TER 8 AUMIARES ID o BB 2 2 41k RADIUS fRIARES
15? *E’Jﬂﬁﬁ%ﬁﬁ% » BREE H subject/subjectAltName Y 2B E S [MKEE D -

Anonymous Name

£ 1E [Authentication Method] 32 HY [PEAP-TLS] 5 [PEAP/MSCHAPv2]  BIIET[:R EB B A
78 LUK PEAP BRFEPEER 1 MUERE ID o

Encryption Strength

AR R B R A — 1 o

High AES256/3DES

Middle AES256/3DES/AES128/RC4
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HERE2RIPEADRE

HEEEA
™ 55288 “3RE IEEE802.1X A8

2 7E |EEE802.1X MY /R
1. TFEVENZRMEH Web Config 3732 EX [Network Security Settings] > [IEEE802.1X] > [Certificate] ©

2. 1 [Use the following CA Certificate] L3§EBFEFHHEE o
ZAIstE H MR EE B ARNRE ©

3. 1% [Use the following Client Certificate] L35 E 2 VR o
BRI H HM YR IEEC EANER

EPSON
Bl stibe MMMPIEEEW 1K = Cemilicala
Prinier Siaim mmm
Wi-Fidehwork Siaks | fmipoet i
Maintenance :
Conlacks
[ User Detaut Setiings Llent Certfcale
Bl Access Control Sefings | Impot
[ Prirger Setfings
B Wi FuNetwork Setlings
Bl Mabwark Secunty E::.m_;'. 3R
Generate
B E5LTLS
E IPseciP Fikering
=IEEEANZ 1% LFse the fploting GA Cenrlicate Do Mot Use
Basac ks the lellowing Chent Cenilicale Do Mot Usa
Cetilicals
B Systern Setings Mest
B Admirestrator Sestings

Epson Connect Seraces

4, E—T [Next] °
R E = RERNEE R ©

5. #E—T[OK] e
ENRESRERNEF o

HEER
» 118 “7FH Web Config”
» 55328 “EUSIEA CARBRE

¥ 25 IEEES02.1X #I % AR BE

2T 835 IR A U S IEEE802.1X HRAE « MBFIENAIREMER VBB - HSHERMHHB
o
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ELZ2PERPEANRE

#REE ID IEEE802.1X jiR A&
Disable IEEEB02.1X TIRERF AT °
EAP Success IEEE802.1X B e C A€ A 2 It A IR 1S A B I AR ©
Authenticating IEEE802.1X BRF% i R TE K ©
Config Error FRE D EARRE » MEBEBFLRY -
Client Certificate Error AFWERRBAH  MENMELY -
Timeout Error RADIUS R R 28 K/ B sE 2R R B R - MEHEFB R -
User ID Error ENRENEAE D R/REERBABDENERE  MERBIRHY -
Server ID Error RIARES R E K RIARES ID EARIARESHY ID A —3k - MEBERT ALY -
Server Certificate Error FRIRERBHEUTIRR  MEBERERY -

O ARSIERERBE -
A AR=RRE A NI -

CA Certificate Error CABFBELUTIHR  MEBMBAREK -
0 IBEN CABRETERE -

O ERHCABREREEA o

Q CARFEBH -

EAP Failure ENRMEREIELITFEER » MEBERE KB °
[ % [Authentication Method] % [EAP-TLS] % [PEAP-TLS] * KRAFHEZETR
R A F LS o
0 % [Authentication Method] & [PEAP/MSCHAPv2] » X &RFE A& ID HHRIER
EHEo

52 FH B R
BRBAIER

0 BEHCARE
HCA(BREREEN) RENEB L AR EEREENIE - B EB CAREERBRBALE - &
i CAEBERANSTELZEZMINGE

0 CA B
CABRERREZFECLREMRBNE 2EE - EREEINRZEMKTINESERE - BXLERE
CA FTiZ 31y CA BEET AR -

O BEREERE

BRZERERHINREZBI BATHEENEE - EEEREN RS  hEEHFBFERKE - 51t
BRI SSL/TLS B7% » BIBESTRe R RTEMER o B RREHGIL/E R AR SSL/TLS 83 °

HEER

= 55148 “Web Config 1 EpsonNet Config ThBELLEX”
» %6328 “HUSIE A CA EHBRE"
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ERE2RBPEADRE

» 5358 “fiER CA HFEER"
» %36H “EHERBBERRE"

ENSIE A CA ZEBEHE

Hi§ CA % B B®

EERE CAEERE  BEICRBRERBER) WEAZRBREEN « B FEAENRERN Web
®mg&%WL4cmo
BB T 525 B F§ Web Config 237 CSR I ENS CA 3B R% ° £/ Web Config 37 CSREF - BFEA
PEM/DER &=, ©

1. TFEUENRMEH Web Config M2 EX [Network Security Settings] > [SSL/TLS], [IPsec/IP Filtering] 5%
[IEEE802.1X] > [Certificate] °

2. #&R—T [CSR] BY [Generate] °
CSREY BHERERNFIRK ©

3. ERHEBWARE-

B & -
UANEHRRENRGEREREREEMLME - RESEIREEVUNRAERLER -

4, E—T[OK]°
SERRENEERERNEER ©

5. 3ZEBY [Network Security Settings] > [SSL/TLS] * [IPsec/IP Filtering] 2% [IEEE802.1X] > [Certificate] ©

6. RBHFRREEMAEESN  B—T [CSRINEP—ETHZE - B CSRTHEEM -

n EREH:
BERELE CSR - BHEEM - LR EEACKEN CAEERRE -

7. H%CSR%ﬁE% SIREEN - WES CARBERH °
BEREREENNEERFARKERE ©

8. BELEMN CAZXERERFEENRMEABENER
HBRRFEFZENENER  CAEBRENESEFMERTAK
MHEER

» %£11H “FH Web Config”
= %5338 “CSREREEB’
» 55338 “‘EACAEEBRE
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EEEEAHA

ER2PEBPERDRE
CSRI®EIEH
EPSON
Es 7 I_\EI‘TW_KSGCMN Setlings = SSUTLS = Cerihcale B
Printer Siaks ey Length: 1024kt T_,
SNEE TGOS Commen N -
Mainbenance o
T Organizal -
Contacts - = —
B User Defaut Seltings St S AL
B ccess Control Setings Leecality -
& Prircer Setlings SlateProvince ;
B i Fimeswark Settings Courtry -
= Ratwork Security Setlings :
EISSUTLS [ 0K | | Back
Cenlcala
[ Sy=tern Sattings
B Adminstrator Sestings
Basic Sattifs
Epson Connect Senaces
Google Cloud Print Senvices
DS Prowy Setup
Firmmvars Lipdato
Root Cemficate Update
AirPring Satug -
1EHH % B BA
Key Length EECRIWEHBRE -
Common Name T E 128 BF T o BER IP il - BIAEBEFEE P it o
&l
1ZHY Web Config 94831 © https://10.152.12.225
—MER ©10.152.12.225
Organization/ Organizational Unit/ AT A 0 Z 64 18 ASCII (0x20-0x7E) 7T © IR EFAER D PR YR B8 -
Locality/ State/Province
Country B\ 1S0-3166 FTHEE K WAL BEIHS o
HEAEA

» 328 “‘Hi5 CARBER

BEACAZKER

n EEEE
Q BECIEEREENREN B HREERFR -
EEEHEREE A Web Config I HY CSR » & TJENEE—

1. TFENENRMERY Web Config 3632 EY [Network Security Settings] > [SSL/TLS], [IPsec/IP Filtering] 3%
[IEEE802.1X] > [Certificate]
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ERZE2RBPEADRE

2. ¥—T [Import] °
BREEAEASMHEARR

3. EREEWMARE-
RIBECSRHBINERBENEREN  LENREEEMTE - RETHIRBBMALZEEMNE -
O & Web Config BX48# PEM/DER & 2\, /&R 3%

3 [Private Key] : HRENRESEFILEZSE BB DEITRE °
O [Password] : G5 7VERE °
[ [CA Certificate 11/[CA Certificate 2] : =24
O R BHSEISHY PEM/DER 1 TUREE
O [Private Key] : R4 BEITRIE ©
0 [Password] : B VERIE °
O [CA Certificate 1]/[CA Certificate 2] : 1RIEM
O R EHEVSHY PKCS#12 I URFE
Q [Private Key] : 5875 E ©
O [Password] : EIEM
[ [CA Certificate 1]/[CA Certificate 2] :

2
S
B
Fil

4, E—T[OK]°
SERENEERERNZE R ©

BEE -
#—T [Confirm] FEFREE

HEER

» %118 “7FH Web Config”
» 358 ‘CARBREEARTHER
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EEEEMHA

CAEEBREEARTIER

EPSON

HRZE2REPEADRE

= Status
Prnter Stalis
Wi-Fidetwork Status
Maintangnce
Conlacls
[ Usar Datault Sestings:
3 Access Control Sattings
3 Printer Settings
FElWh-FeMetwork Setlings
El Habwork Secunisy Setings
ESsLTLS
Bas
[3 Systemn Setings
B Admiretralor Setings

Basic Setings
Ep=en Connect Seraces
Googhe Cloud Print Seraoes
DMEPraxy Sehp
Firmraare Update
Roat Cerlificate Update

AaPrnl Selm -

MNetwork Secunty Seftings = SSLTLS = Cenificate

Cerificata (FEMDER)

T

Privata Key -
P-a:gsw.';lwﬂ:

A Cetificate 1
G, Cerlifcate 2

! OK. ! Back

[ Browss,.

| Browse,

[Biowse.. |

=

RIESEH A

Server Certificate

ERURRE RSN o

Private Key EERAEMEIA CSREUE PEM/DER VG » BBIEERNSBRRENARE
WER -
Password BARBLUINZTLAZ S8 o

CA Certificate 1

pad ot E’J#&‘ts% [Certificate (PEM/DER)]

» FHEE A B A AR S

FREC BRREE

NHEE  REBEEER -
CA Certificate 2 ERIBWIEIS [Certificate (PEM/DER)] * 5HE A% 3 [CA Certificate 1] ZBEFF
EENNEE HREBEERER-
HEREE

» 533H ‘EBEACARERE"

fER CA B BE

ERRBHNTBEEEAMNBERE - LARERCSEAMNEE -

n EREH:

E B KRB A1 Web Config 3 AJ CSR >

CSR M EFTENS /&% ©

LB HE A MBRARE

c HUERT - M

1. TFEUENZRMEH Web Config M732 EX [Network Security Settings] >

[IEEE802.1X] > [Certificate] °
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HERZE2REPEADRE

2. 3R—TF [Delete] °
RS S RMUET -

3. E—TI[OK]®

&R
=» 55115 “1FH Web Config”

EHBEREERE

BENRBEE HTTPS RS ZHEE - LA EH A REBRE - FABREZBREFE Web Config i - S8

Syl
REEME -

EFFAEREBRE  HIBSIAEA CAZERE
1. TFEUENZRMEH Web Config M3 EX [Network Security Settings] > [SSL/TLS] > [Certificate] ©
2. 1#—T [Update] °

3. H A [Common Name] ©
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Check the followings. - Authentication
Method - Authenticated Account -
Authenticated Password

POP3 fAIfREREHRE K BAAY - SRRMAE -
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Change Secure Connection to SSL/TLS.

ARESEL A Fim 2 B4 SMTP FAERFENR » SAAREEESR{E A SSL/TLS #
1T SMTP Z2EZHF » EERIAE °
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